WEEKLY PROXMOX MAINTENANCE CHECKLIST
15-20 minutes per week prevents hours of emergency troubleshooting
Environment Overview
	MAC Site
	GW Site

	pve5 (RTX 3060, TrueNAS VM)
pve6 (GTX 1070, PBS6 LXC)
PBS6 (LXC on pve6)
TrueNAS (VM on pve5)
	pve2 (RTX 4070, TrueNAS VM)
pve3 (GW PBS VM)
pve4 (no GPU)
GW PBS (VM on pve3)
TrueNAS (VM on pve2, failing drives)

	Backups: pve5 + pve6 to PBS6
	Backups: pve2 + pve3 + pve4 to GW PBS

	Veeam Agent backups to MAC TrueNAS
	Veeam Agent backups to GW TrueNAS

	Connected via WireGuard site-to-site VPN


Weekly Checklist (Every Sunday)
	[ ]
	Task
	Command / Location
	Time

	1. Review Backup Status -- Both Sites (5 minutes)

	[ ]
	Check MAC backup log -- pve5
	PVE UI > pve5 > Backup > Last Run
	30 sec

	[ ]
	Check MAC backup log -- pve6
	PVE UI > pve6 > Backup > Last Run
	30 sec

	[ ]
	Check GW backup log -- pve2
	PVE UI > pve2 > Backup > Last Run
	30 sec

	[ ]
	Check GW backup log -- pve3
	PVE UI > pve3 > Backup > Last Run
	30 sec

	[ ]
	Check GW backup log -- pve4
	PVE UI > pve4 > Backup > Last Run
	30 sec

	[ ]
	Check PBS6 datastore usage (MAC)
	PBS6 Web UI > Dashboard
	30 sec

	[ ]
	Check GW PBS datastore usage
	GW PBS Web UI > Dashboard
	30 sec

	[ ]
	Verify PBS garbage collection ran
	Both PBS UIs > Datastore > GC Status
	30 sec

	2. Review Veeam Agent Backups (2 minutes)

	[ ]
	Check Veeam backup status on MAC workstations
	Veeam Agent UI > Last backup result
	1 min

	[ ]
	Check Veeam backup status on GW workstations
	Veeam Agent UI > Last backup result
	1 min

	3. Run Health Check Scripts -- All Nodes (4 minutes)

	[ ]
	Run health check on pve5 (MAC)
	ssh pve5 './pve-health-check.sh'
	30 sec

	[ ]
	Run health check on pve6 (MAC)
	ssh pve6 './pve-health-check.sh'
	30 sec

	[ ]
	Run health check on pve2 (GW)
	ssh pve2 './pve-health-check.sh'
	30 sec

	[ ]
	Run health check on pve3 (GW)
	ssh pve3 './pve-health-check.sh'
	30 sec

	[ ]
	Run health check on pve4 (GW)
	ssh pve4 './pve-health-check.sh'
	30 sec

	[ ]
	Review CRITICAL or WARNING items
	Address criticals immediately, log warnings
	1 min

	4. Check Storage Health (4 minutes)

	[ ]
	ZFS pools on pve5 (MAC)
	zpool status M.2-ZFS && zpool status SSD-ZFS
	30 sec

	[ ]
	ZFS pool on pve6 (MAC)
	zpool status pnynvmezfs
	30 sec

	[ ]
	ZFS pools on pve2 (GW)
	zpool status (M.2Red, m.2-1, m.2-2, m.2-3)
	30 sec

	[ ]
	ZFS pools on pve3 (GW)
	zpool status Z210_ZFS && zpool status vm-image-ssd2
	30 sec

	[ ]
	MAC TrueNAS pool status (pve5)
	TrueNAS UI > Storage or: zpool status
	30 sec

	[ ]
	GW TrueNAS Rusty pool (pve2)
	TrueNAS UI > Storage or: zpool status Rusty
	30 sec

	[ ]
	SMART on GW TrueNAS drives
	smartctl -a /dev/sd[dgh] (on pve2)
	1 min

	5. Check Memory and Resources (2 minutes)

	[ ]
	Run memory check on pve5 (MAC)
	./pve5-memcheck.sh
	30 sec

	[ ]
	Verify ARC caps on all ZFS nodes
	cat /proc/spl/kstat/zfs/arcstats | grep '^size'
	30 sec

	[ ]
	Check swap on all nodes
	free -h (each node -- swap should be under 30%)
	1 min

	6. Check TrueNAS Snapshots -- GW (1 minute)

	[ ]
	Verify GW snapshot count
	zfs list -t snapshot | wc -l (target: ~2,520)
	30 sec

	[ ]
	Verify snapshot tasks are correct
	TrueNAS UI > Data Protection > Snapshots
	30 sec

	7. Review Pending Updates (1 minute)

	[ ]
	Check for PVE updates on all nodes
	PVE UI > Updates on each node
	1 min

	[ ]
	Note: pve2 kernel pinned -- do NOT upgrade
	Kernel 6.8.12-7-pve for NVIDIA/Gasket
	Note



Monthly Tasks (First Sunday of Month)
	[ ]
	Task
	Command / Location
	Time

	ZFS Scrubs -- All Pools

	[ ]
	Scrub pve5 pools (MAC)
	zpool scrub M.2-ZFS && zpool scrub SSD-ZFS
	Runs bg

	[ ]
	Scrub pve6 pool (MAC)
	zpool scrub pnynvmezfs
	Runs bg

	[ ]
	Scrub pve2 pools (GW)
	zpool scrub M.2Red m.2-1 m.2-2 m.2-3
	Runs bg

	[ ]
	Scrub pve3 pools (GW)
	zpool scrub Z210_ZFS && zpool scrub vm-image-ssd2
	Runs bg

	[ ]
	Scrub MAC TrueNAS pool
	TrueNAS UI > Data Protection > Scrub Tasks
	Runs bg

	[ ]
	Scrub GW TrueNAS Rusty pool
	TrueNAS UI > Data Protection > Scrub Tasks
	Runs bg

	[ ]
	Check all scrub results next day
	zpool status on each node -- zero errors expected
	3 min

	SMART and Drive Health

	[ ]
	Review SMART data via health check scripts
	All nodes -- focus on reallocated/pending sectors
	3 min

	[ ]
	Check pve5 /dev/sdb (1 reallocated sector)
	smartctl -a /dev/sdb | grep Reallocated
	30 sec

	[ ]
	Check GW TrueNAS sdd, sdg, sdh
	smartctl -a /dev/sd[dgh] (on pve2)
	1 min

	Updates and Maintenance

	[ ]
	Apply non-kernel PVE updates (all nodes)
	apt update && apt dist-upgrade
	10 min

	[ ]
	Do NOT upgrade kernel on pve2
	Pinned for NVIDIA 570.169 / Gasket DKMS
	Note

	[ ]
	Check pve5 and pve6 DKMS before kernel updates
	dkms status
	1 min

	[ ]
	Review LVM thin pool usage trends
	lvs -o lv_name,lv_size,data_percent (each node)
	2 min

	Backup Infrastructure

	[ ]
	Verify PBS6 garbage collection (MAC)
	PBS6 UI > Datastore > GC Status / GC Job
	1 min

	[ ]
	Verify GW PBS garbage collection
	PBS UI > Datastore > GC Status / GC Job
	1 min

	[ ]
	Check PBS datastore utilization trends
	Both PBS UIs > Dashboard > usage graph
	1 min

	[ ]
	Verify Veeam backup repository space
	TrueNAS shares -- check free space on backup paths
	1 min

	[ ]
	Review PBS verification jobs (if configured)
	Both PBS UIs > Datastore > Verify Jobs
	1 min



Quarterly Tasks
	[ ]
	Task
	Command / Location
	Time

	Reboots and Kernel Updates

	[ ]
	Reboot pve3 (apply kernel updates)
	Schedule maintenance, reboot
	15 min

	[ ]
	Reboot pve4 (apply kernel updates)
	Schedule maintenance, reboot
	15 min

	[ ]
	Reboot pve5 if swap elevated (>30%)
	Check free -h first
	15 min

	[ ]
	Reboot pve6 if swap elevated (>30%)
	Check free -h first
	15 min

	[ ]
	Verify ARC caps persist after reboots
	cat /sys/module/zfs/parameters/zfs_arc_max
	2 min

	[ ]
	Verify ZFS package holds after updates
	apt-mark showhold (pve2 and pve3)
	1 min

	Backup Integrity

	[ ]
	Test restore from PBS6 (one MAC VM)
	Restore non-critical VM to temp ID, verify, delete
	20 min

	[ ]
	Test restore from GW PBS (one VM)
	Restore non-critical VM to temp ID, verify, delete
	20 min

	[ ]
	Test Veeam restore (one workstation)
	Restore single file or folder from Veeam backup
	10 min

	[ ]
	Review PBS sync jobs (if configured)
	Both PBS UIs > Sync Jobs > Last Run
	5 min

	[ ]
	Review PBS retention policies
	Both PBS UIs > Datastore > Prune settings
	5 min

	Infrastructure Audit

	[ ]
	Audit running VMs -- stop unused ones
	qm list / pct list on each node
	10 min

	[ ]
	Review TrueNAS drive SMART trends
	Compare reallocated/pending to last quarter
	10 min

	[ ]
	Check EFI certificate expiry status
	Health check script Section 10 on each node
	2 min

	[ ]
	Review TrueNAS network shares and permissions
	Both TrueNAS UIs > Shares
	5 min

	[ ]
	Check WireGuard tunnel health
	ping across sites, check handshake times
	2 min

	[ ]
	Review GPU passthrough health
	nvidia-smi on pve2, pve5, pve6
	2 min



Red Flags -- Act Immediately
	Symptom
	Action

	SMART FAILED on any drive
	Order replacement immediately. Check pool redundancy. Do not delay.

	ZFS pool shows DEGRADED state
	Replace failed drive ASAP. Do not reboot until resilvered.

	Backup failures on 2+ consecutive nights
	Investigate immediately. Check logs, storage, PBS connectivity.

	RAM above 90% or swap above 50%
	Check ARC cap (cat /sys/module/zfs/parameters/zfs_arc_max). Stop unused VMs. Plan reboot.

	LVM thin pool data above 80%
	Expand pool or clean up. VM freeze risk at 100%.

	TrueNAS snapshots growing above 5,000
	Check snapshot tasks in Data Protection. Retention may be broken.

	Reallocated or pending sectors increasing
	Drive is degrading. Order replacement, plan swap.

	PBS datastore above 80% capacity
	Review retention, run GC, or add storage.

	WireGuard tunnel down between sites
	Check WG config on both endpoints. Backups and cross-site access affected.

	NVIDIA driver or DKMS build failure after update
	Do NOT reboot. Rebuild DKMS or rollback package. Verify with dkms status.

	Veeam backup failures on workstations
	Check TrueNAS share accessibility, network path, Veeam service status.



Environment Constraints and Reminders
GPU Nodes: pve2 (RTX 4070), pve5 (RTX 3060), pve6 (GTX 1070). All three have NVIDIA DKMS. Kernel upgrades require DKMS verification before reboot.
pve2 Kernel Pin: Locked to 6.8.12-7-pve via GRUB. NVIDIA 570.169 and Gasket DKMS. ZFS packages held at 2.3.4-pve1. Do NOT upgrade kernel without rebuilding DKMS first.
pve3 ZFS Packages: Held at 2.3.4-pve1 to match kernel module 2.2.8. Same constraint as pve2.
ZFS ARC Caps: pve5 = 2 GiB, pve3 = 2 GiB, pve2 = 8 GiB. Set in /etc/modprobe.d/zfs.conf. Verify after any reboot.
GW TrueNAS Rusty Pool: RAIDZ2 with 8x HGST 8TB drives. Three degrading (sdd SMART FAILED, sdg 14 reallocated, sdh 8 pending). Two replacement drives ordered. Do NOT upgrade pool feature flags until replacements installed and scrub clean.
MAC TrueNAS: Separate healthy instance on pve5. Monitor independently.
Backup Targets: MAC VMs to PBS6 (LXC on pve6). GW VMs to GW PBS (VM on pve3). Windows workstations to local TrueNAS via Veeam Agent.
EFI Certificates: 8+ VMs across all nodes expire June 2026. Enroll keys before deadline. Suspend BitLocker on Windows VMs first. Run qm enroll-efi-keys <vmid> with VM stopped.
TrueNAS Snapshots: GW TrueNAS reduced from 67,659 to ~5,100. Single daily recursive task with 4-week retention. Target steady state: ~2,520. Monitor weekly.
Sites Connected Via: WireGuard site-to-site VPN. Cross-site management, PBS sync (if configured), and remote access depend on tunnel health.
